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ABSTRACT 

Civil infrastructure systems such as power systems are the essential urban elements 
and also highly vulnerable to natural and man-made disasters such as earthquakes and 
terrorist attacks. With the provincial level power grid data from Chinese power utilities 
including 118 buses (substations) and more than 180 branches (transformers and 
transmission lines), we studied the system reliability and performance of the power 
systems in Province A, China in two scenarios — under a given scenario earthquake and 
a hypothetical terrorist attack. Seismic reliability of the substations (nodes) was evaluated 
under the impact of earthquake. Power flow (load flow) analysis was then conducted on 
the power network. The most vulnerable (critical) edges and nodes were identified with 
complex network theory. The results can be used to estimate cascading failure and 
economic loss induced by the damaged power system. The findings could also be useful 
for local planning department and power industries to evaluate the most vulnerable 
nodes/edges of the power system and improve their seismic performance under economic 
constrains.  
 
KEY WORDS: complex network, power systems, reliability, cascading failure, seismic 
hazard; power flow 
 

1. INTRODUCTION 

Power system is one of the critical civil infrastructure systems which are also 
susceptible to natural disasters (earthquakes and hurricanes) and mad-made disasters 
(terrorist attack). With the fast development of Chinese economy and security 
requirements, the safety and reliability of power systems, including cascading failure 
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induced by natural disaster and terrorist attacks, are of great concern in recent years.  

The severe destruction of power system in the 1971 San Fernando Earthquake had 
the greatest impact on the development of aseismic design of lifeline system (Duke and 
Moran, 1975). In the past 20 years, the seismic destruction of equipments of power 
systems induced by the strong ground motion of earthquakes around the world (e.g., the 
1999 Chichi Earthquake in Taiwan, the 1995 Great Hanshin earthquake in Japan, the 
1994 Northridge earthquake in Los Angeles, and the 1989 Loma Preita Earthquake in San 
Francisco) caused severe socio-economic consequences (Li et al., 2002). Several 
examples of serious disaster-induced power failures and their consequences were given in 
Table 1.  

The reliability of power systems were not analyzed as an integrated system until 
1990s’. The two-state substation nodes model was first used in the network probability 
analysis by Ang et al. (1992). Shinozuka et al. (1996) employed random simulation to 
analyze the overall performance of power systems. Vanzi (1996) established the 
vulnerability of the sub-station in the power systems and analyzed network the seismic 
performance of power system in Italy. Recently, Song et al. (2004) proposed a linear 
programming method to assess the reliability of power system.  

Power system is considered as the most complex artificial network, therefore 
complex network theories are suitable to study the problems presented in this paper 
(Dobson et al, 2002; Nedic et al., 2005). During the past few decades, scientists were 
able to explain bulk network with modern graph-theory and many successful research 
results were achieved (Barabasi, 2002; Newman, 2003). For example, theory of 
small-world graph is used to evaluate the closeness between arbitrary pairs of nodes in a 
certain network (Watts, 1999); a scale-free network means that there are few hub nodes 
with notably high degrees than most common low-degree nodes (Barabasi and Bonabeau, 
2003); propagation theories can simulate influence spreading through a network 
(Barabasi, 2002). Fortunately, many of the complex network theories seem suitable in 
power system analysis– the topology of modern power grid is proved to be small-world 
(Watts, 1999) and influence of random fault in power grid can cause cascading failures 
and takes its toll for billions of dollars (Abraham, 2004), etc. 

We first introduce the background of this research. Then we explain the methodology 
of the study and give some theoretical results in the following section; in section 3, some 
numerical simulation results are presented and analyzed; section 4 gives the conclusions 
and future research. 

 
 
 
 
 



 

Table 1.  Severe power failure and outage caused by external disturbances 

Time Area Duration Direct Loss * 

July 18-24, 2006 Queens, New York City, 
U.S. 

Longer than 1 
week 

Underground power grid 
extensively damaged, 
100,000 persons affected 

Sep. 26-27, 2005 Hainan, China 2 days Province-wide blackout 
caused by typhoon 

Aug. 14, 2003 N.E. U.S. and Eastern 
Canada 29 hours Estimated US $30 billion 

losses per day 

Sep. 21, 1999 Taiwan, China several hours
Blackout in the central and 
north Taiwan caused by the 
Chichi Earthquake 

Aug. 10, 1996 WSCC, U.S. several hours
30.4 GW load shedding, 7 
million customers affected, 
US $2.4 billion losses 

Aug. 3, 1996 Malaysia 3 hours 5700 MW load shedding and 
blackout 

May 25, 1994 China Southern Power 
Grid, China 2 minutes 1730 MW load shedding 

Nov. 30, 1986 Paraguay, SE Brazil 2 seconds 1200 MW load shedding 

Aug. 4, 1982 Belgium 4.5 minutes Nation-wide blackout 

Dec. 19, 1978 France 26 minutes 29 GW load shedding, US 
$300 million losses 

Sep. 22, 1977 New York State, U.S. 25 hours 5 million residents affected, 
US $350 million losses 

Sep. 22, 1970 New York State, U.S. several minutes 200 MW load shedding 

2. METHODOLOGY 

In this paper, we focused on the performance of a Chinese provincial power grid 
(shown in Figure 1) under two environmental disturbances – a magnitude 7.0 earthquake 
and a hypothetical terrorist attack. Figure 1 illustrated the target power network in the 
research, in which nodes are substations in the power grid (the substation itself is a 
network but was simplified to a node and the edges correspond to the transmission lines 
of various voltage level. Some other research assumptions are given as follows  

(1) seismic reliability of each node is available;  
(2) only two states, work (W) or fail (F), exist for the system and the nodes,  
(3) failure of nodes is independent event, and 
(4) the impact on power systems will induce loss of partial or entire substations 
(nodes) and transmission lines (edges) only within high seismic intensity areas 
(intensity 7 or greater).  



 

 
Figure 1. Diagram of power grid in Province A of China  

The research framework is shown in Figure 2, which is explained in detail in the 
following sections. 

 
 
 
 
 
 
 
 
 
 
 

Figure 2.  Research framework 
 
2.1. Weighted digraph, critical nodes and edges 

The capability of power network to deliver electric power depends on boundary 
conditions (e.g., power and voltage from supply nodes and to demand nodes), on the 
admittance of transmission lines, as well as on the states (fail/safe) of the components of 
substations. Boundary conditions are specified at the nodes in terms of active and reactive 
components at load nodes, real power and voltage amplitude at the generation nodes, and 
voltage amplitude and phase angle at the swing node. In general, the state of a power 
system is described by power flow, which is the solution of a typical nonlinear equation 
sets: 

Cascading failure of power grid 

Discuss the changed properties of power 
system in the cascading failure 

Establish weighted digraph with 
the BPA load flow results 

Identify the critical nodes and 
edges in the power grid 

Calculate reliabilities of electrical 
nodes and edges in the system 

Natural 
hazards 

Man-made 
disasters 
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       (1) 
where V  is the voltage phasor vector as a complex value; Y  is the admittance matrix 
corresponding to the power network, S  is the vector of complex power injected into 
each nodes, ∗  is the conjugate operator. Electrical power transferred through a given 
edge (i.e., transmission line or transformer) can be calculated once the power flow 
equation is solved. 

Obviously, the power grid transferring electrical power is a weighted digraph. To 
quantify the security of power system, we use capacity factor of each edge other than 
mere electrical power or circuit as the weight. For example, the weight of a transformer is 
the ratio of apparent power transferred over its rated capacity, while the weight of a 
transmission line is usually the ratio of actual transmitted current over its rated current. 

Although degree distribution is the parameter commonly used to evaluate the global 
properties of large-scale networks, it could not be used directly in power system studies 
because the variation of degree distributions of different power system is always similar 
and difficult to differentiate. It has been proved that the topology of a typical power 
system is small-world. Also, since power networks are extremely sparse the degree of a 
node in the power network is usually between 1 and 10, while only connected graph is 
valuable in most cases. Therefore, we introduced a new concept weighted degree 
analogizing to the general node degree. The weighted degree of a node is the sum of all 
the weights of those edges adjacent to the certain node. We can also treat general node 
degree as a special case where all the edge weights are 1. The weighted degree is used to 
identify critical nodes and edges: those nodes with large weighted degree are critical 
nodes; while those edges connected critical nodes are critical edges. 

2.2. Reliability analysis of substations 

2.2.1 Seismic reliability analysis 

To analyze the seismic reliability of the substations, we first determined the seismic 
sources in the vicinity area around the epicenter. The circular attenuation law was 
employed to determine the intensity of the ground motion of the earthquake. The 
attenuation law is given as follows 

4.39 1.30 1.52ln( 15)I M R= + − +                    (2) 

In which, I  is the seismic intensity; M is the magnitude of the earthquake; and R  is 
the distance between epicenter and the site of interest. With a earthquake of 7.0M = , we 
can then find out which the substations locate within the region of 7I ≥ (i.e. 7, 8, and 9). 
Using the attenuation law given above, we can calculate the maximum influencing 
distance R  for different intensity areas. 

In a given earthquake scenario of M=7.0, ground motion intensity was computed to 
identify the substation locating in high seismic risk zones. Use the assumptions given in 



 

the previous section, we can find out the seismic fragility of the power system 
components (substations). 

With the intensity parameters specified in the Chinese Seismic Hazard Zoning Map, 
we can find out the seismic intensities and corresponding seismic accelerations for 
Province A (shown in Table 2). 

Table 2.  Earthquake intensity and acceleration of Province A 

Intensity Acceleration (cm/s2) Acceleration (m/s2) 
5 31 0.31 
6 63 0.63 
7 1.25 1.25 
8 2.50 2.5 
9 500 5 
10 1000 10 

The seismic reliability of substations can be evaluated using the component 
reliabilities in the substation system. With the classification scheme proposed by Vanzi 
(1996), we classified the substation into 7 types of macro-component, i.e., 1) line without 
transformers, 2) bars-connection line, 3) bars, 4) box, 5) power supply to protection 
system, 6) autotransformer line, and 7) switch. To simplify the problem, we made 
assumptions that 1) all substations in Province A have the same number of 
macro-components, and 2) loss of part of or entire substations (nodes) and transmission 
lines (edges) only occurs within high seismic intensity areas (7 or greater). 

Seismic reliability of the substations within high intensity areas was evaluated using 
the fragility curves obtained in structural experiments. The fragility curves for the macro 
components are shown in Figure 3 (Vanzi, 1996). 

With the accelerations specified in Table 2 and the fragility curves of 
macro-components given Figure 3, we can obtain the fragilities of the substation 
components (shown in Table 3) under various seismic intensities ( 7I = , 8, and 9). 



 

 
a). Fragility Curves of Macro-components (Type 1, 2, 3, and 4) 

 

 

b). Fragility Curves of Macro-components (Type 5,6, and 7) 
Figure 3.  Fragility Curves of Macro-components 

 

Table 3.  Substation Macro-component Fragility 

Intensity = 7  acceleration = 1.25 m/s2 
Macro-components 1 2 3 4 5 6 7 

Component Fragility 0.02 0 0.2 0 0 0.1 0 
Intensity = 8  acceleration = 2.5 m/s2 

Macro-components 1 2 3 4 5 6 7 
Component Fragility 0.78 0.70 0.92 0.01 0.02 0.91 0.02 

Intensity = 9  acceleration = 5.0 m/s2 
Macro-components 1 2 3 4 5 6 7 

Component Fragility 1.0 1.0 1.0 0.02 0.92 1.0 0.8 
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With the assumption that the generic substation is a series system of 
macro-components (Vanzi, 1996), system reliability of the substation can then be 
calculated with the formula described below 

7

1

( ) 1 {1 (component )}f f
i

P node P i
=

= − −∏                 (3) 

In which, ( )fP node  is the probability of failure of a substation (i.e., the node of the 
power systems); (component )fP i  is the probability of failure of the i th 
macro-component of the substation. 

2.2.2 Terrorist attack on the power systems 

In the terrorist attack scenario, we assume that consequences of terrorist attack on the 
node are substantial that the node and its adjacent edges quit work from the power system 
immediately after the attack. Then the failure probabilities of the node and edges are 
considered 1.0, which is equivalent to removing the node and its adjacent edges.  

2.3. Cascading failure and the changed properties of power system 

In the following two hypothetical scenarios, we discussed disaster impacts on the 
power grid of Province A and examined the reliability of the power systems. Power flow 
analysis was conducted and cascading failure of the power system was also observed. 

2.3.1 Scenario 1: Seismic hazard 

In a hypothetical magnitude 7.0 earthquake, Donglu substation is set as the epicenter. 
Six sub-stations (GUILY11, HUIW11, QINGL11, DONGL22, BAOL11, WENC11) 
locate in high intensity region (I>7), in which three of them (DONGL22, BAOL11, 
WENC11) fail and quit the power network under the impact of earthquake. Converging 
solution was reached after 5 iterations by changing the parameter of the network and 
recalculating the power flow, system is still convergent and can function well with 
partially damaged power grid. 

2.3.2 Scenario 2: Terrorist attack 

In this scenario, a terrorist attack is simulated at Donglu (DONGL22), causing 
cascading failures of power system in the east of Province A. Redistribution of power 
flow with a changed network structure is observed. However, after cascading failure 
changing the network structure in 3 steps, the power-flow equations of the system can 
also reached convergent solution. The influenced part in each step is shown in Figure 4. 



 

 

 

 
Figure 4. Cascading failure in Province A (terrorist attack scenario) 

a). Cascading failure (Step 1)

b). Cascading failure (Step 2)

c). Cascading failure (Step 3)



 

3. CONCLUSIONS 

The reliability of a provincial power grid in China was analyzed in two disaster 
scenarios: a M7.0 earthquake (scenario 1) and a terrorist attack (scenario 2). Contradict to 
our initial intuitive thinking, we found an interesting phenomena that terrorist attack on 
the power system (i.e., only one substation was destroyed) could result in much more 
severe consequences than the impact of a M7.0 earthquake (i.e., three substation were 
destroyed in the earthquake scenario) in terms of the power supply transmitted to final 
customers. Further research will be needed to explain this phenomenon, especially 
complex network theory about weighted directed graph. 

Furthermore, current cascading theory on load-flow redistribution with tripped 
transmission lines can only discard the related load, or reschedule the generator’s output 
by linear programming to minimize the fault cost. Real-time analysis is needed to obtain 
more believable results. 
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