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Graphs and Networks everywhere…

The Web, social networks, communication networks, 
financial transaction networks, biological networks, etc.financial transaction networks, biological networks, etc.

Internet Map, Burch and Cheswick

Food Web, Martinez et al.



Wealth of Data

Inundated with data describing networks
But much of the data is noisy and incomplete and at But much of the data is noisy and incomplete and at 
WRONG level of abstraction for analysis

On the other hand, the data can be joined and 
sensitive information can be inferredsensitive information can be inferred



Overview: Identification
Many real world datasets are relational in nature

Social Networks – people related to each other by p p y
relationships like friendship, family, enemy, boss_of, etc.
Biological Networks – proteins are related to each other 
b d  if h  h i ll  ibased on if they physically interact
Communication Networks – email addresses related by 
who emailed whomwho emailed whom
Citation Networks – papers linked by which other papers 
they cite, as well as who the authors are

However, the observations describing the data are noisy 
and incomplete

h id tifi ti  bl  i   i f h  graph identification problem is to infer the 
appropriate information graph from the data graph



Example: Organizational Hierarchy

Ideally:
•Know who are the criminals
•Know where the criminals 

In Reality:
•Annotated only a handful of 
individuals•Know where the criminals 

stand in the organization
•Know friends and social 
groups belong to

•Don’t have social structure, 
have an email communication 
network which reflects that 
structure

Enron Investigators

Information Graph Data Graph



Example: Protein Interaction Network

Ideally:
•Know which proteins 

In Reality:
•Accurate and Complete 
I f i  i  iinteract

•Know functions of proteins
•Known complexes of 
proteins

Information is expensive
•Available information is noisy 
and incomplete (i.e., high 
throughput)

Network Research 
Group

Information Graph Data Graph



Example: Internet Security

Ideally:
•Know the network from an 
AS and ISP level

In Reality:
•Only have trace route 
information in IP address 

•Know which computers are 
malicious and launching a 
DDOS attack

level
• Do not know legitimate 
traffic vs. malicious traffic

Network Operator

Information Graph Data Graph



Solution
Graph Identification:

Infer the information graph that we want from the data g p
graph that we have
Assumption:

• Dependencies exist such that knowledge of the nodes, edges, and 
attributes of the data graph can let us infer the nodes, edges, and 
attributes of the information graph

Graph Identification

Information 
Graph

Data Graph



Collective Classification

Collective Classification (CC):  Given a set of labels (orange 
and green), label the objects whose label is unknown with g ) j
the correct label

bob@email.com robert@email.com bob@email.com robert@email.com

Graph Identification

alice@email.comstan@email.com

Data Graph

alice@email.comstan@email.com

Information Graph

Assumptions:
•Set of nodes and edges in data and information graphs are 
the same
•Inference depends on known labels and attributes of the 
nodes and edges



Link Prediction

Link Prediction (LP):  Predict the existence of edges

bob@email.com robert@email.com bob@email.com robert@email.com

alice@email.comstan@email.com

Graph Identification

alice@email.comstan@email.com

Assumptions:

@@

Data Graph

@@

Information Graph

•Set of nodes and attributes in data and information graphs are 
the same
•Inference depends on known labels and attributes of the nodes 
and edgesand edges



Entity Resolution

Entity Resolution (ER):  Identify the the underlying entity 
represented by the references

bob@email.com robert@email.com Robert Smith

Graph Identification

alice@email.comstan@email.com

Data Graph

Alice RobertsStan Jones

Information Graph

Assumptions:
•Edges and attributes of entities based on the edges and attributes 
of the merged references (if known)
•Inference only depends on known labels  nodes  and edges •Inference only depends on known labels, nodes, and edges 



InfoVis Co-Author Network Fragment

before after



The Entity Resolution Problem

John 
Smith

James 
SmithSmith

“John Smith”

“Jim Smith”

“James Smith”

“J Smith”

Jonathan Smith “Jon Smith”

James Smith

“J Smith”

“Jonthan Smith”

Issues:
1. Identification
2. Disambiguation



Attribute-based Entity Resolution

?“J Smith” “James Smith”

Pair-wise classification
“Jim Smith”

“J S ith”

“James Smith”

“J S ith”

0.8

?

0.1“John Smith”

“J Smith” “James Smith”

“James Smith”

?

0.7

0.05“Jonthan Smith”

“Jon Smith” “James Smith”

“James Smith”

1. Choosing threshold: precision/recall tradeoff
2 I bilit  t  dis mbi t2. Inability to disambiguate
3. Perform transitive closure?



Entity Resolution 

The Problem
Relational Entity Resolution
AlgorithmsAlgorithms



Relational Entity Resolution

References not observed independently
Links between references indicate relations betweenLinks between references indicate relations between 
the entities
Co-author relations for bibliographic data
To, cc: lists for email

Use relations to improve identification and 
disambiguation

Pasula et al. 03, Ananthakrishna et al. 02, Bhattacharya & Getoor 
04,06,07, McCallum & Wellner 04, Li, Morie & Roth 05, Culotta & 
McCallum 05, Kalashnikov et al. 05, Chen, Li, & Doan 05, Singla & 
Domingos 05, Dong et al. 05



Relational Identification

Very similar names.
Added evidence from 
shared co-authors



Relational Disambiguation

Very similar names 
but no shared 
collaboratorscollaborators



Relational Constraints

Co-authors are 
t i ll  di ti ttypically distinct



Collective Entity Resolution 

One resolution 
provides evidence 
for another => joint j
resolution



Cut-based Formulation of RC-ER

S. JohnsonM. G. Everett S. JohnsonM. G. Everett

S. Johnson

S. Johnson

M. Everett S. Johnson

S. Johnson

M. Everett

Stephen C. 
A. Aho

Stephen C. 
A. Aho

Stephen C. 
JohnsonAlfred V. Aho

Stephen C. 
JohnsonAlfred V. Aho

Good separation of attributes
Many cluster-cluster relationships

Aho-Johnson1  Aho-Johnson2  

Worse in terms of attributes
Fewer cluster-cluster relationships

Aho-Johnson1  Everett-Johnson2 Aho Johnson1, Aho Johnson2, 
Everett-Johnson1

Aho Johnson1, Everett Johnson2 



Objective Function

Minimize:

),(),( jiRRjiAA ccsimwccsimw +∑∑

weight for weight for similarity of Similarity based on relational 

),(),( jiRRj
i j

iAA∑∑

g
attributes

g
relations

y
attributes

y
edges between ci and cj

Greedy clustering algorithm: merge cluster pair with max 
reduction in objective function



Relational Clustering Algorithm
1. Find similar references using ‘blocking’
2. Bootstrap clusters using attributes and relations
3. Compute similarities for cluster pairs and insert into priority 

queue

4. Repeat until priority queue is empty
5. Find ‘closest’ cluster pair
6 Stop if similarity below threshold6. Stop if similarity below threshold
7. Merge to create new cluster
8. Update similarity for ‘related’ clusters

O(n k log n) algorithm w/ efficient implementation 



Group Detection

Group Detection (GD):  Detect the underlying group(s) that 
the nodes and edges belong to

bob@email.com robert@email.com bob@email.com robert@email.com

alice@email.comstan@email.com

Graph Identification

alice@email.comstan@email.com@@

Data Graph

@@

Information Graph

Assumptions:
•Set of nodes, edges, and attributes in data and information graphs 
are the same
•Inference only depends on known labels  nodes  and edges•Inference only depends on known labels, nodes, and edges



Inference from Email Communications

Graph IdentificationGraph Identification

Information GraphData Graph

•No direct mapping from the nodes  edges  and attributes of data •No direct mapping from the nodes, edges, and attributes of data 
to information graph
•Need to infer existence of all the nodes and edges
•Need to infer the values of attributes based on data graph, as 
well as the nodes, edges, and other attributes of the information 
graph



Flipside….



Privacy in social networks

Identity disclosurey
Entity resolution

Attribute disclosure
Collective classification

Link re-identification
Link prediction

Group membership disclosure
G  d iGroup detection



A public profile on Facebook

tt ib tattributes

groups

friends



Emily’s friends and groups

group affiliationfriends

private profile

public profile



Identity disclosure

Occurs when the Occurs when the 
adversary is able to 
determine the mapping 
from a record to a 
specific individual

Privacy literature 
has concentrated 
on structural on structural 
identification



Attribute disclosure
• Occurs when an adversary is able to determine the value of 

a user attribute that the user intended to stay private
– Example: is someone liberal?p

private profile

public profile



Link re-identification
Occurs when an adversary is able to infer that two entities participateOccurs when an adversary is able to infer that two entities participate 
in a particular type of sensitive relationship or communication

Communication dataDisease data
?

father-of

has hypertension
? Robert Lady

call

Search data Social network data
Query 1: Elise Labott Robert Davis
“how to tell if your wife is cheating on you”

same-user
friends

Elise Labott Robert Davis

Query 2: 

“myrtle beach golf course job listings”

same user



Group membership disclosure
• Occurs when an adversary is able to infer that a person 

affiliates with a group relevant to the classification of a 
sensitive attribute.
– Example: is she liberal?

private profile

group affiliation?g p



Anonymization Process

Valuable Data! PublicNo privacy breaches!

Data
Anonymization

p y

Data representation?
Privacy breach?Privacy breach?
Value of data?



Anonymizing nodes
< 25 * 20***

≥ 25 * 832**

< 25 * 20***

≥ 25 * 832**5-anonymity

Ana 21 F 20740

Bob 25 M 83201

Chris 24 M 20742

Don 29 M 83209 ≥ 25 832

≥ 25 * 832**

≥ 25 * 832**

< 25 * 20***

y y

applied to nodes
Emma 28 F 83230

Fabio 31 M 83222

Gia 24 F 20640

Halle 29 F 83201
≥ 25 * 832**

< 25 * 20***

< 25 * 20***

Halle 29 F 83201

Ian 23 M 20760

John 24 M 20740

original data graph anonymized data graph

Equivalence

classes



Anonymizing links
i i l horiginal graph

cluster-edge method

i t t li k t i d l t d th dintact links constrained cluster-edge method

partial link removal all links removed



Link re-identification results
Synthetic dataset of students

Class enrollment and research group information
Observed links - classmates and groupmates
Sensitive link – friendsSensitive link friends

Anonymize the data using the proposed methods 
Compute the existence prob of sensitive edge using a Noisy-Or model

Prediction precision and recall rates at various classmate densities
100 nodes, 10 groups, 10 classes

Intact Partial (50% edges)

Cl d  k 6 C i d  k 6

100 nodes, 10 groups, 10 classes
Intact Partial (50% edges)

Cl d  k 6 C i d  k 6

0.4

0.6

0.8

1
Cluster-edge, k=6 Constrained, k=6

0.4

0.6

0.8

1
Cluster-edge, k=6 Constrained, k=6

0

0.2

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Classmate density

0

0.2

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Classmate density

Reference: E. Zheleva, L. Getoor. Preserving the privacy of sensitive relationships in graph data. 
PinKDD 2007.



Attribute disclosure
In the context of online social networks

group affiliationfriends

private profile

public profile

p p

public profile



Attribute disclosure results
Given: public profiles (attribute label known), private profiles, groups, links

Reference: E. Zheleva, L. Getoor. To join or not to join: the illusion of privacy in social networks with 
mixed public and private user profiles. Under submission.



Attribute disclosure results
Approaches to achieving attribute disclosure:

Using overall distribution - BASIC
Link-based - BLOCK, AGG, CC, LINK
Group-based - CLIQUE-LINK, GROUP

Reference: E. Zheleva, L. Getoor. To join or not to join: the illusion of privacy in social networks with 
mixed public and private user profiles. Tech Report.



What’s the connection?

Inference => Identification
¬Identification => Privacy



Bigger picture:  What can tools can gge  p ctu e:  W at ca  too s ca  
CS/ML offer for inference in complex 
networks?networks?



Statistical Relational Learning (SRL)

Methods that combine expressive knowledge representation formalisms 
such as relational and first-order logic with principled probabilistic and 
statistical approaches to inference and learningstatistical approaches to inference and learning

Dagstuhl April 2007

Hendrik Blockeel, Mark Craven, James Cussens, Bruce D’Ambrosio, Luc De Raedt, Tom Dietterich, Pedro 
Domingos, Saso Dzeroski, Peter Flach, Rob Holte, Manfred Jaeger, David Jensen, Kristian Kersting, Heikki 
Mannila, Andrew McCallum, Tom Mitchell, Ray Mooney, Stephen Muggleton, Kevin Murphy, Jen Neville, 

Dagstuhl April 2007

David Page, Avi Pfeffer, Claudia Perlich, David Poole, Foster Provost, Dan Roth, Stuart  Russell, Taisuke 
Sato, Jude Shavlik, Ben Taskar, Lyle Ungar and many others



Relational Schema

Author
G d W it

Review
Good Writer Mood

LengthSmart

Paper
Quality

Author of
Has ReviewAccepted

Describes the types of objects and relations in the 
database



Probabilistic Relational Model

Author Review
Smart

Length

Mood

Good Writer

Smart

g

PaperPaper

Quality

Accepted



Probabilistic Relational Model

Author Review
Smart

Length

Mood

Good Writer

Smart

g

PaperPaper

Quality
⎟⎞⎜

⎛ Paper.Accepted | 

Accepted⎟⎟
⎟

⎠
⎜⎜
⎜

⎝ Paper.Review.Mood
Paper.Quality,P



Probabilistic Relational Model

Author Review
Smart

Length

Mood

Good Writer

Smart

g

PaperPaper

Quality

8020
9.01.0,

,

tf
ff

P(A | Q, M)MQ

Accepted

3070
4.06.0
8.02.0

,
,

tt
ft
tf

3.07.0, tt



Relational Skeleton

P i K
Author  A1

Paper  P1
Author: A1
Review: R1

Review  R1

Paper P2

Primary Keys

Review  R2
Author  A2

Paper  P2
Author: A1
Review: R2

P P3 Review R2Paper  P3
Author: A2
Review: R2 Foreign Keys

Review  R2

Fixed relational skeleton σ:
set of objects in each class
relations between them



PRM w/ Attribute Uncertainty
Author  A1

Paper  P1
Author: A1
Review: R1 Review  R1

Smart
MoodQuality

Paper  P2

Good Writer Length

Mood

Accepted

Review  R2
Author  A2 Author: A1

Review: R2

Length

MoodQuality

AcceptedGood Writer

Smart

Paper  P3
Author: A2
Review: R2

Review  R3

Accepted

Review: R2
Quality

Accepted
Length

Mood

PRM defines distribution over instantiations of attributes



PRM with AU Semantics
Author

Paper Author
A1 Paper

R i

Review
R1

Review Paper
P2

P1

Review
R3

Review
R2Author

A2

Paper

PRM relational skeleton σ+ =

Paper
P3

probability distribution over completions I:

)).(|.(),,|( ,
.

AxparentsAxPP S
x Ax

σ
σ

σ ∏ ∏
∈

=ΘSI

AttributesObjects



ML Parameter Estimation

Paper
Q lit

Review
Mood
Length

, P(A | Q, M)MQ
Quality

Accepted

Length

,
,
tf
ff ?

?
?
?

APMRQPN .,.,.θ∗  

,
,
tt
ft ?

?
?
?

MRQP

Q

N .,.

,,θ∗  =

APMRQPN .,.,.where is the number of accepted, 
l litlow quality papers 
whose reviewer was in a poor mood



ML Parameter Estimation

Paper
Q lit

Review
Mood
Length

, P(A | Q, M)MQ
Quality

Accepted

Length

,
,
tf
ff ?

?
?
?

APMRQPN .,.,.θ∗  

,
,
tt
ft ?

?
?
?

MRQP

Q

N .,.

,,θ∗  =

Q f

Count

Query for counts:

Review PaperπCount table table

AcceptedP
MoodR

QualityP

.
.

.π



Structure Selection

Idea:
d fi  i  f ti  define scoring function 
do local search over legal structures

Key Components:
legal models 
scoring models
searching model space



Structure Selection

Idea:
d fi  i  f ti  define scoring function 
do local search over legal structures

Key Components:
» legal models

scoring models
searching model space



Legal Models

PRM defines a coherent probability model over a 
skeleton σ if the dependencies between object

th f

skeleton σ if the dependencies between object 
attributes is acyclic

Paper
author-of

Researcher
Prof. Gump

Reputation

P1
Accepted       

yesPaper
P2p

high
P2

Accepted       
yes

sum

How do we guarantee that a PRM is acyclic 
for every skeleton?for every skeleton?



Attribute Stratification
PRM

dependency dependency
graphstructure S graph

Paper AcceptedPaper.Accepted
if Researcher.Reputation
depends directly on Paper.Accepted

Researcher.Reputation

Attribute stratification:
dependency graph acyclic ⇒ acyclic for any σ

Attribute stratification:

Algorithm more flexible; allows certain g ;
cycles along guaranteed acyclic 

relations



Structure Selection

Idea: 
d fi  i  f ti  define scoring function 
do local search over legal structures

Key Components:
legal models

» scoring models – same as BN
searching model space



Structure Selection

Idea: 
d fi  i  f ti  define scoring function 
do local search over legal structures

Key Components:
legal models 
scoring models

» searching model space



Searching Model Space

Phase 0: consider only dependencies within a class

Author ReviewPaper

ReviewAuthor Paper

U)( BRARParentsPotential U
)(.

.).(
RattributesedescriptivBR

BRARParentsPotential
−∈

=−

ReviewAuthor Paper



Phased Structure Search
Phase 1: consider dependencies from “neighboring

classes, via schema relations
ReviewPaperAuthor

ReviewAuthor Paper

U)( CSARParentsPotential U
<> )(.

.).(
SRattributesedescriptivCS

CSARParentsPotential
−∈

=−

ReviewAuthor Paper



Phased Structure Search
Phase 2: consider dependencies from “further” 

classes, via relation chains

ReviewAuthor Paper

ReviewAuthor Paper

U)( DTARParentsPotential U
<><> )(.

.).(
TSRattributesedescriptivDT

DTARParentsPotential
−∈

=−

ReviewAuthor Paper



Structural Uncertainty
Motivation:  PRM with AU only well-defined when the 
skeleton structure is known
May be uncertain about relational structure itself
Construct probabilistic models of relational structure that 

t  t t l t i tcapture structural uncertainty
Mechanisms:

Reference uncertaintyReference uncertainty

Existence uncertainty 
Number uncertaintyNumber uncertainty
Type uncertainty
Identity uncertaintyy y



Citation Relational Schema

Author
InstitutionInstitution
Research Area

Wrote

Paper
Paper
Topicp

Topic
Word1
Word2

p
Word1

…
Word2Cites

Citi

WordN
… WordNCiting 

Paper
Cited 
Paper



Attribute Uncertainty

Author
Institution P( Institution |

Research Area

P( Institution | 
Research Area)

Wrote P( Topic | 
Paper Author Research Area

Paper
Topic

Paper.Author.Research Area

Word1 WordN...

P( WordN | Topic)



Reference Uncertainty

Bibliography

`1. -----
2. -----

?
?

Scientific Paper

2. 
3. -----?

Scientific Paper

Document CollectionDocument Collection



PRM w/ Reference Uncertainty

Paper Paper

Cites
Citing

p
Topic
Words

Paper
Topic
WordsCiting

Cited

Dependency model for foreign keys

N ï A h lti i l i kNaïve Approach: multinomial over primary key
• noncompact
• limits ability to generalize• limits ability to generalize 



Reference Uncertainty Example

Paper
P5

Topic

Paper
P4

T i

Paper
P3

Paper
M2Paper

Paper
P5

PaperC1Topic     
AI

Topic       
AI

Topic       
AI

M2
Topic       

AI

Paper
P1

Topic       
Theory

P5
Topic     

AI
Paper

P3

P4
Topic       
Theory

Paper
P2

Topic       
Theory

Paper
P1

C1

P3
Topic       

AI
Topic       
Theory

Paper.Topic = AI Paper.Topic = Theory
C2

p p y

Cites
Citing
Cited

C1 C2
3.0 7.0

Cited



Reference Uncertainty Example

Paper
P5

Topic

Paper
P4

T i

Paper
P3

Paper
M2Paper

Paper
P5

PaperC1Topic     
AI

Topic       
AI

Topic       
AI

M2
Topic       

AI

Paper
P1

Topic       
Theory

P5
Topic     

AI
Paper

P3

P4
Topic       
Theory

Paper
P2

Topic       
Theory

Paper
P6

C1

P3
Topic       

AI
Topic       
Theory

Paper.Topic = AI Paper.Topic = Theory
C2

p p y

Paper
Topic C1 C2TopicCites

Citing
Cited

Topic
Words

C1 C2
1.0 9.0

Topic

99.0 01.0
Theory

AICited 99.0 01.0



PRMs w/ RU Semantics

Paper Paper Paper
P5

Paper
P2 PaperPaper

P2

Cites
Cited
Citi

Topic
Words

Topic
Words

P5
Topic     

AI

Paper
P4
Topic       
Theory

P2
Topic       
Theory
Paper
P3
Topic    
AI

Paper
P1

Topic       
???

P5
Topic     

AI

Paper
P4
Topic       
Theory

P2
Topic       
Theory
Paper
P3
Topic    
AI

Paper
P1

Topic       

RegReg

RegRegCitesCiting

PRM RU

??? ???
gRegCites

entity skeleton σ

PRM RU + entity skeleton σ

entity skeleton σ

PRM-RU + entity skeleton σ
⇒ probability distribution over full instantiations I



Learning PRMs w/ RU
Idea:

define scoring function 
do phased local search over legal structures

Key Components:Key Components:
legal models

model new dependencies
scoring models

unchanged
searching model space

new operators



Structure Search

Cites
Citing

Paper
Topic
W d

Paper
Topic
Words

Paper
Paper

Paper
Paper
Paper

Paper
Paper AuthorCiting

Cited
WordsWordsp

Paper
Paper
Paper

Paper
Paper

Institution

Cited
Papers

1 01.0



Structure Search: New Operators

Cites
Citing

Paper
Topic
W d

Paper
Topic
Words

Paper
Paper

Paper
Paper
Paper

Paper
P AuthorCiting

Cited
WordsWords

Cited

Paper
Paper

Paper
Paper

Paper
Paper

Institution

Cited

Topic Paper
Paper

Paper
Paper

Paper
Paper

PaperPaper
Paper

Paper
Paper

Paper



Structure Search: New Operators

Cites
Citing

Paper
Topic
W d

Paper
Topic
Words

Paper
Paper

Paper
Paper
Paper

Paper
Paper AuthorCiting

Cited
WordsWords

Cited

p
Paper

Paper
Paper

Paper
Paper

Institution

Cited

Topic 
Paper

Paper
Paper

Paper

Paper
Paper

Paper
P Paper

Paper
p
Paper

Paper Institution 

Paper
Paper

PaperP Paper
Paper

Paper
PaperPaper

Paper



Summary: Probabilistic Relational Models

Focus on objects and relationships
h t t  f bj t   th  d h   th  l t d what types of objects are there, and how are they related 

to each other?
how does a property of an object depend on other 
properties (of the same or other objects)?

Representation supportRepresentation support
Attribute uncertainty 
Structural uncertaintyy
Class Hierarchies

Efficient Inference and Learning Algorithms



LINQS Group @ UMD
Members: myself, Indrajit Bhattacharya, Mustafa Bilgic, Lei Guang, Sam 
Huang, Rezarta Islamaj, Hyunmo Kang, Louis Licamele, Qing Lu, Walaa El-
Din Mustafa, Galileo Namata, Barna Saha, Prithivaraj Sen, Vivek Sehgal, 
H  Sh  El  Zh lHossam Sharara, Elena Zheleva

Galileo Namata

El  Zh lElena Zheleva



Thanks!Thanks!

http:www.cs.umd.edu/~getoor
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